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Specific Debugging Methods

•  Developer Toolbar 

•  Debug Mode

•  Trace files

•  Code Instrumentation

•  Client-side Tools

•  Interactive Debugging

•  Database Monitor

•  Others (Application Reports, ...)
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This Presentation Focusses On

• Code Instrumentation 

• Normal Debugging with SQL Developer

• Logging and Debugging in APEX 4.x

• Remote Debugging of APEX with SQL Developer
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Code Instrumentation

5





Copyright © 2010 Apex Evangelists
http://apex-evangelists.com

Code Instrumentation

•  Allows us to see what our code is doing at runtime

•  Add instrumentation as you code

•  Make it configurable

•  Many ways to do that (dbms_application_info, ...)

•  Is it necessary, does it make the system slower?

If you don’t believe me, see what Tom Kyte says about that :-)
http://tkyte.blogspot.com/2005/06/instrumentation.html
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Instrument Your Own Code
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• Packages to use

• Logger of Tyler Muth 

• ILO (http://method-r.com/software/ilo)

• APEX Debug API (build-in,  renewed in APEX 4.2!)
- needs APEX context in 4.1.1, works outside APEX in 4.2 - 

• ...
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Code Instrumentation

• http://tylermuth.wordpress.com/2011/11/09/logger-
project-moved-temporarilly/
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About Logger 

• Written by Tyler D. Muth (and Christopher Beck)

• Simple to use PL/SQL logging and debugging 
framework

• Debugging

• Error Logging

• Timing

• Instrumentation
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Installation Of Logger 

• grant connect,create view, create job, create table, 
create sequence, create trigger, create procedure, 
create any context to <user>

• @logger_install.sql

11



Copyright © 2010 Apex Evangelists
http://apex-evangelists.com

Using Logger 

• in your PL/SQL code:

• logger.log('Some Text','schema.package.procedure');

• logger.log_error('Error Text','schema.package.procedure');

• logger.log_apex_items('APEX','schema.package.procedure'
);

• ... (many other possibilities)

• select * from logger_logs_5_min;
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Logger
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PL/SQL Debugging 
with SQL Developer
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What Is Debugging?
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• Ability to step through code

• Watch and Change Variables/Parameters

• Set Breakpoints

• View Call and Exception Stack

• Run/don’t run specific code
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Normal PL/SQL Debugging

• Set Breakpoints

• Compile your package for Debug
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Normal PL/SQL Debugging

• Execute in Debug mode 
(enables Debugging Log tab)

• Need specific grants!

grant DEBUG CONNECT SESSION to <user>;
grant DEBUG ANY PROCEDURE to <user>;
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Normal PL/SQL Debugging

• Debugging Toolbar
• Find Execution Point

• Step Over

• Step Into

• Step Out

• Step to End of Method

• Resume / Pause / Terminate

• Other tabs: Breakpoints, Smart Data, Data, Watches
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Debugging in 
SQL Developer
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Logging and 
Debugging in APEX 4.x
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Logging
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• APEX itself is heavily instrument 

• Logging can be enabled / disabled

• Results in APEX_WORKSPACE_ACTIVITY_LOG
(also in Application Reports)

• dbms_application_info is used a lot behind the 
scenes

• look at v$session, v$session_longops
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Debugging
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• DEBUG Mode lets us:

• View page rendering and processing actions

• View session state information

• View timing information (CPU, not wall-clock)

• !! Changed in APEX 4.0 and 4.2 !!

• Results in APEX_DEBUG_MESSAGES view
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New Debug View In APEX 4.0
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Ways To Turn On/off Debug Mode
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• Enable debugging on the 
Application Level

• APEX 4.2:

• Debugging will always work when logged into the App 
Builder
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Ways To Turn On/off Debug Mode
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• Application can run in DEBUG Mode

• Using the Developer Toolbar (toggle)

• Using the URL (YES/NO)
APEX 4.2: also LEVEL[1..9]

f?p=App:Page:Session:Request:Debug:ClearCache:...

• Programmatically via API

APEX 4.1: apex_debug_message.enable_debug_messages(p_level=>9); 
APEX 4.2: apex_debug.enable_debug_messages(p_level=>9); 
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Debugging Behind The Scenes

• Information is stored in following tables

• wwv_flow_debug 

• wwv_flow_debug_messages

• wwv_flow_debug_messages2 

• Level = importance and level of detail

• Two weekly rotating tables (so max 4 weeks of 
debug information)
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Debug Mode
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• We can reference the value of DEBUG Mode

• :DEBUG

• APEX_APPLICATION.G_DEBUG

• v('DEBUG')

• &DEBUG.

if APEX_APPLICATION.G_DEBUG  
then

    ...
  end if;
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Use APEX Debugger (code Instr.)
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• APEX 3.x

• use of wwv_flow.debug()

• APEX 4.0 / 4.1

• Use of apex_debug_message API

• APEX 4.2

• Use of apex_debug API

apex_debug_message.enable_debug_messages(p_level=>6);
apex_debug_message.log_message('I am here',true,1);

apex_debug.message
apex_debug.error
apex_debug.warn
apex_trace
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Logging and 
Debugging in 
APEX 4.x
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Remote Debugging of 
APEX with SQL developer
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Setup Debugging
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• Start the Remote Debug in SQL Developer
(Right click on connection)

• Set the port and your (developer) IP address
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Local Debugging
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• Set Breakpoint(s)

• Compile code in Debug Mode

• Execute Code

• ... Debug ...
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Remote Debugging
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• Connect to Remote Debugger 

• Set Breakpoint(s)

• Compile code in Debug Mode

• Execute Code

• ... Debug ...

• Disconnect from Remote Debugger
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Remote Debugging Requirements
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• Remote Debugging Relies on 
DBMS_DEBUG_JDWP package (introduced in 
9iR2)

• Necessary grants EPG:

• grant debug any procedure to ANONYMOUS;

• grant debug connect session to ANONYMOUS;

• Necessary grants Other:

• grant debug any procedure to APEX_PUBLIC_USER;

• grant debug connect session to APEX_PUBLIC_USER;
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Remote Debugging Requirements
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• Machine with SQL Developer running needs access 
to the server and the other way round!

DB Server Webserver

Developer

Client
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Remote Debugging
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• Example:

dbms_debug_jdwp.connect_tcp(host, port);
... call code ...
dbms_debug_jdwp.disconnect;

• Through the URL (APEX >= 3.1)

f?p=APP_ID:PAGE_ID:SESSION_ID::REMOTE
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Remote 
Debugging APEX 
with SQL Dev
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Summary

• Code Instrumentation is important

• Normal Debugging with SQL Developer

• Logging and Debugging in APEX 4.x

• Remote Debugging of APEX with SQL Developer
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Q & A 
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