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Oracle APEX Architecture



Stateless Access Metadata Driven

APEX

This diagram highlights the process flow when a user requests or submits a page in Cracle APEX.




What is an APEX Session?

A SeSSiOn Is a logical construct that eStainShes
a stateful behavior across page views.



Getting an APEX Session
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Authentication Scheme  — Appiication Fxpress Accooats
Authorization Define Authorization Schernes »
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Run on Background Job

Sowrce for Ro'e ar Group Schemes

Accrss Control User Role Assignments ~

Session Management
Rejoin Sessiens  Disabled v
Deep Linking  Disabled
Maxirrum Sesstion Length in Seconds =
When Maximum Session Length is not se1, the workspace level or instance level value will be used (currently, 36CCD secands).
Session Timeowt URL
Meodrmum Sessiaa idle T'me in Seconds 8=

\When Maximum Session ldle T'me is not set, the workspace level or ‘mstance leval value will be used (curremtly, 7200 seconds).
Session Idie Timeowt URL
Session imeout Warning in Seconds s
Session State Protection Expire Bockmarks Manage Session State Protection »
Enabling Scssion State Protection can prevent nackers from tampering with URLs within your epgixation. URL tamparing con adversely affect progrom bgic, session state contents, and information privacy.

To enable Se<sion State Protection far yeur applicatien, <elect Enabled from the Seasian State Protectian list. Enanling Seasion Seate Fraroct'on s on soncion state sratection cameals defined at1nhe page ana tem leved. To canfigure Seadion State Protect'an, ciick
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Session State Protection Enabled
Allow URLs Created After  (null)

Bockmar« Hash Sunction  SHA-2, 512 bit (requires 12¢)



Authentication Scheme

Shaw All Name Subscription Settings Source Session Not Valid | ogin Processing Post-l ogout LIRI Session Sharing Real Application Security Comments

Settings

Sentry Function Name  sentry_basic_auth

Invalid Session Procedure Name

Authentication Function Name

Post Logout Procedure Name

Enable Legacy Authenticaticn Attributes  No v

Show All Name Subscription Source Session Not Valid Login Processing Post-Logout URL Session Sharing Real Application Security Comments

Session Not Valid

Verify Function Name

Go To: Login Page
Built-In Login Page
URL
Show All Name Subscription Source Session Not Valid Login Processing Post-Logout URL Session Sharing Real Application Security ~ Comments

Session Sharing

Type  Application (No Sharing)
Workspace Sharing
Custom



What is APEX doing?

1. Check if the session is valid
- depending on Authentication Scheme (sentry)
- and see if possible to rejoin session

2. Create a new session for user “nobody”

3. Redirect to the “Session Not Valid” settings (sentry=false)
e.g. Login Page or URL



Viewing behind the scenes

X _WORKS PACE_SESSIONS

seszion d = 167B36)222£362

WORKSPACE ID WORKSPACE NAME  WORKSPACE_DISPLAY _NAME APEX_SESSION_ID USER_NAME REMOTE_ADDR SESSION _CREATED  SESSION_IDLE TIMEQUT_ON SESSION_LIFE_TIMEOUT_ON SESSION MAX_IDLE _SEC
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Demo



What is Session State?

Session state enables developers to Store

and retrieve values for a user as the
user navigates between different application pages.



Session State of items

Page Rendering



ltem value available after

1. Computation
2. Process (Execute Code)

3. Form Initialization / Form Automatic Row Process



ltem value not available

1. Iltem source value

2. ltem default value



Set Iltem Value in Process

—- this might or might not do an implicit commit (use parameter!)
apex util.set session state(p name => 'P1 ITEM',

p value => 'My value'

p commit => true);

—-— bind variables will always win over apex util.set session state
:P1 ITEM := 'My value’;

Tip!
Don’t mix usage of bind variables and set session state

https:/ /jeffkemponoracle.com /2014 /02/20/apex_util-set_session_state-may-or-may-not-commit/
https:/ /docs.oracle.com/en/database/oracle/application-express/19.2 / aeapi/SET_SESSION_STATE-Procedure.html# GUID-ECF66FA6-91DF-4463-A7DC-EFFB3E49A5D1



https://jeffkemponoracle.com/2014/02/20/apex_util-set_session_state-may-or-may-not-commit/

Three types of Session State

Source
1. Per Request (Memory Only)

Data Type VARCHAR2

Query Only .
Primary Key .

Maintain Session

2. Per Session ( Dis k) State v :: ::::f;t ((:i::wrv Only)

Source

Form Region

3. Per User (Disk)

Type

Used alT — a— -
Per Request (Memory Only)

Maintain Session , par Session (Disk)

State :
Per User (Disk)

https:/ / docs.oracle.com/en/database/ oracle / application-express/20.2 /htmdb / managing-session-state-values.html# GUID-EF798946-9E8 A-430E-94F5-C2 AF6EABE264



Referencing page items on another page

1. Pass through URL

2. ltem Maintain Session State = Per Session (Disk)

3. Item Maintain Session State = Per User (Disk)

https:/ / docs.oracle.com/en/database/ oracle / application-express/20.2 /htmdb / managing-session-state-values.html# GUID-EF798946-9E8 A-430E-94F5-C2 AF6EABE264



Session State Protection

To protect session state, enable SSP on the item

URL...&cs=3uU5uZCBnaap-12PYOANnRgJGWIaVihPNK3dQANPM4e...

http://www.talkapex.com/2012/11/session-state-protection-in-detail/

Security

Unrestricted

Authorization ) licati I
e Checksum Required - Application Leve

Checksum Required - User Level
Session State

: v Checksum Required - Session Level
Protection

Restricted - May not be set from browser

Store value

encrypted in .
session state

Restricted
Characters

All characterscan be s


http://www.talkapex.com/2012/11/session-state-protection-in-detail/

Cloning a session

Work in the same browser in different tabs
Set request to APEX_CLONE_SESSION

List Entry Label Clone Session

Targettype  Page in this Application

Page 1 8—

reset pagination for this page

Printer Friendly

Request APEX_CLONE_SESSION




Demo



Session State of items

Page Processing



ltem values are available In

1. Computation
2. Process

3. Branch

https:/ / docs.oracle.com/en/database/ oracle / application-express/20.2 /htmdb / managing-session-state-values.html# GUID-EF798946-9E8 A-430E-94F5-C2 AF6EABE264



Session State of items

Dynamic Actions



Set items in session state with DA

! 32K max size of a native APEX Item

+ Set Value
=> Affected Elements

+ Execute Server
=> ltems to Submit

+ JavaScript
=> apex.server.process (pageltems)
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